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(57)Abstract: 

PROBLEM TO BE SOLVED: To prevent the transfer of data to a 
wrong equipment, without changing the data themselves via the 
encryption processing, etc. 

SOLUTION: Each of normal nodes 1 to 1-n has a normal data 
input/output operation mode, in which the input/output of data is 
carried out with no application of the data processing, such as the 
encryption processing, and a protection data input/output operation 
mode where a wrong node (n) protects the fetching of data. The latter 
operation mode includes two modes, I.e., a mode where the data which 
has undergone the encipherment processing are inputted and 
outputted via a network 20. and the other mode where no 
input/output of data are carried out via a network 20. Thus, a 
communication network is constructed by connecting plural normal 
nodes, so that the input/output of data are freely carried out among 
the normal nodes. When the connection of a wrong node Is detected, 
a monitoring node 10 gives a command to a group of normal nodes to 
perform the input/output of data in a protection data Input/output 
operation mode. 
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X. Smy-Kl 0(4#3ISfty-KlrJ;o-C^I±J$tv 

±^^^^^nTv^^^T<D5^^ty-K^^^LT. ^ 

— vt^'^m/— K t (DWiY^n—m^m 5 st^ia e o 

[0 0 18] 1 T-fi. ig-5^{ty — K 1 ~n 

{4, aft^S' h!7-^ 2 0_hlC3^fcl;iiillS«y- K (i^ 

K^s^^ttJ^nfc (YES) m^(ttK<D:^y'^y:f5 2\zm 
^pT-'fcV'' (NO) »^{4;^XS'7*5 A^;lii^-t?=& 
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iy-f)V^fi^(0^^\\Lmmcfx^X. ^lE/jrii^Sift/ 
— K;SSii'ft^s' M7— ^' 2 0_h?rgm'5r'-T S^^/Ux— 

[ 0 0 1 9 1 js>ci;i, gI6 07D— h^rffiv^rgffi 

2 (D i 5 ffffijUPy — K n iSSilft^ 2/ M7 — ^ 2 0 
~ n - 1 'btf^iSiO y - K n tiff^iiiP y — Y^m^ L 

mm^-i:m^^iBL. m^covrnm-^-^^mLxA-bm 



>^6 2iCtt^, 5^{ty-Kl~n(D/>;^C< t^jlo*^ 
b?tSft-^d55fe^£;0^ofc (NO) #^(i;^XS'7°6 5lc 
iltfo Xxyv^e l-CNOi;!|aj^$tt5i^lC»l, j&f^ 
i6iDy-K;6S^lE7i^T-fcS^. HffwSlSfty- 
K 1 ~n - 1 W^>lc^j?/fe< i: 1 1 o©:^IE;^^mi§;45-^* 
tV-CV^fc»^, XtttrSiiipy-Knt^jETfemgi-C-fc 

f3 > *>o, m^<Dm^my~ k i ~ n - 1 "i^fc t>/>/^ < 

^-f-'So t^eoT. rtt^ro^^tcfi. ^y-KlO 
i:V^5^i:f4> ^S.iiJpy- Kn t"^*T±T©j|ISft 

y - K 1 ~ n t^hmwm^tmm^ ^yhv-i7 2o±.\z 

{t y - K 1 ~ n tt5t^fB-§-5ra;'3i-5 ^ t (OX^ 

r ir.d5-e%2)„ ^r-e. nwy— Kio 

VV — ^ 2Q±\z.mti\^X. il-ft^s/ hy — ^ 2 0± 

if 0 i>^(D^m&^n 5 „ J^x 7° 6 3 -e. iifi^ 5/ h 

rJ — i^ 2 Oiro^TcDjjISfty— Kl~n/6»fjjE^T'fc 

(Di^xh^m^\a-i.. E«.T'fc5ew3S^*ii{t^y 

hi?— 2 OJilCtii;'7-r5>CDT\ i^^y— KlOfi, ^ 
(DlEmxh^ e«ig«;ei5^Tc05^fa y - K 1 ~ n ^ 
3l5fc;5^f5^^Sr*JftU. (YES) <D#^f4;^ 

;^X:y>^6 SlCiitf, ;=^7^5'7°6 4-e(4. ilft^s/h!7 
-i5' 2 0 iro^-CroiHSmy - K 1 ~ n t^lEUni^ti: 

<DX\ mm^^y hr7—^2 o^w±s^T-fc5 tnmi^ 

NO tn^^ivtcm^Kni^n^fiimxh^. -t^jtio 
mimy-h'n-^mm^^y M7-^ 2 o_hi-®)eg^nfc 
./a-vfe)jgrmafe!)py-r:^n<^Maj ufe ^<o?ft^ft#>iSiim^ y 

6 lT-(lYESiri|5lJ^^ttfc;0S. t^fk^ttfcBf-^^'- 
K^fflv^fcIE^^^DtlJ^^^cfcv^Ti^S:^fy- K 1 

h!7-i5'2 0JilcS^$ttTV^5i2lS{ty— Kl 
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~ n W'>^C < t 1 oiSSfBT b *»©^iE^.C)2^{f y - K i: 

U ^lEy-Kro^ffiSr^-r^^^jlffl^s/ M7-^ 2 
ft Lfc^i^S^t/ - K 1 ~ n rojE^roj^^ft / — K 

^m^my - Kj^^fc-tirT, i^m/ - hi^^msim^ - 

icii^Sifty - K 1 ~ n - 1 ;55|ll 5 ro^aa^r^T 5 J; 5 I' u 
[0 0 2 0] _hx&(0|^<DJ^MT'fi. x-f v'^/v 

^J;5l-Lfc, EZ-eH. ^'f ^ 7 2 i: ^r— jJ^— K 7 3 
^5j^y-KT-fc5„ •^'T 7 2 SU^dr-J}^- K 7 3 
li. r"^ S^iJ'/v:^— t'w :t7'—f 7 1 icttl;^-^ 

/w-iJ' 7 1 tt, mM/—Y 1 0 Lrait^s/ 

Ny— 2 oJiic-^-r ^ 7 2S.t;«^— jJ^"— K7 3;<i^e3(o 

7 1 ttS^y — K 1 0 LTillt^ s' K !7 — 2 0 



- 1 (Dmtl-T^ y — ^'/Vf-xf ^^uf !;;i-K125Azse 
c Wl^Mft-^ (cycle sync) ff ttSr'^'l' ^ 7 
2S.TJ!df-4?-K7 3t-tH;^t-5o if 7 2mJ^^- 
3}?- K7 3 (irrol^Wft-^lci^^CTT^V -:^^'yv:^-X'f 
;^x-;5'Srtti;^-r5„ EIT-Ji. /w-^ 7 1 d^b-^-l' i!' 7 
2 S.0«=3f— K 7 3 \z.mti I^Wft-§-;5S^^Pn 
-e^^i^TV^■5„ =3?^— 4?- K7 3;i»f>(?Dr''ri^^ 

7 11'^. mjxE©j^S«y-KtPH«l-, iEa©m§g-e 

-fr^wiricioT, /v--^ 7 1 ^ggrny- Kl O^S* 

LTT'Jfc < . ilft^ y h V—ir 2 OJil'E^S^-T^ 

[002 1] 7ir*5, JuxEWllJErojI^fil-ett. ilfl^y N 
y-^' 2 o_ht;i^piE/jrii^f»y- Kiis^tti^ixfc^o 

Klc^^$ixfc#{c^jE/^i^fty- K^Siift 
[0 0 2 2] 

[EIB©fa^/fcSft§q] 

[01] rro^ggic^^?FE=it'— E^ih;x;^xAro|g 

[1112] r©^?giC'»S^iE=b°-gSihv';^7^i.j;iJ: 
[1113] i<D^5^lC'9^5^]E3t'-ESJi;'>X7^^«r^ 

2 <r>'m&<r)Tm.(D^wm^ t =§-i^fwy — K«5^f 5 ^a 
=[ig=6-]=r-.©m?S:{c^3JEEs^=K^^2^^2£ 

3 ©^liS©?i^^l-*3V>T^Ky — ~K;S5^T 5 toa<^— -esj ^ 
[0 7] rw^BJlce^^^PlE^u— Bi&ihiy;^f^A(om 
[?9-^w|ft0J] 

1. 2, n- l-g|^{ty-K (3E^) . n-iSSffy 
-K (^lE) . 10 -^liy-K. 2 0 - iift^^S' h!7 
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11, 2 l - ii<tx-^^lHlfiS. 12, 2 2- 
mmy'-f' ^<^y:yr. 13, 2 3---* e^v^E^. 1 

4, 15, 24, 2 S- -;^^-^ h!7 — iJ'-r^^^ — 



16, 2 6-"^n-^^^[iIES, 17, 2 7 - 
y'~^^<^yyr. 18. 2 8 -Sftr-^^[Hl8S 



[mi] 



lO 



20 



1 


r 






> 





















rx— 1 



OB) 
12 



^1 



13 



17 




IS 


-V-- 




-v-- 








t 




t 









14 
^ SO ^ 



r/F 



1 



15 1© 
24 



— 3F — 



28 



23 



22 21 



[S17J 

73 -^^S^^i?- K I 



lO 

1 



f3 





T 

2 



71 



ri— 1 



74 



V2 



[02] 



start 



cycle smc 



91 



1 isochrofujus cycle 



narmV cycle period - 12fi sec 



start 
del8y=Y 



cycle sync 



92 



93 




jch K jchLj « I jch N j 



packet B 



packet C 



cycle 
start 
data 



0 



n 


Dl 


D2 


D3 


M 


T2 


B5 


D6 |d7 


DB 


T3 



(11) 



ii#M¥lO-145360 



[g)3] 



31 



32 



33 



34 



c 













r 





35 



(12) 



«I#H¥10-145360 



[1114] 



20 



(A) 







' < 


» 


> 














/- 


m 

-K 


OOE^ 






1 


I 

2 



41 



43 



< 

^ 


> 


■ > 


1 









Z3 




42 




44 
45 



^IEy-K :6Siiafe LTV ^-5 W 



46 



47 



48 



(13) 



#M¥10-145360 



[@5] 



51 



52 



53 



54 



55 



56 



5T 



58 



59 



5A 



YES. 





o r 









f ^ 





(14) 



¥10-145360 



61 



62 



63 



64 




J 




65 



